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Abstrak 

Keamanan informasi menjadi aspek yang krusial dalam mendukung 

layanan pemerintahan berbasis digital. Seiring dengan hal tersebut, Diskominfo 

Provinsi Jawa Timur sebagai instansi pengelola informasi publik perlu 

memastikan bahwa sistem yang diterapkan telah sesuai dengan standar 

internasional. Dalam laporan ini, dilakukan analisis risiko terhadap Sistem 

Manajemen Keamanan Informasi (SMKI) guna mendukung kesiapan resertifikasi 

ISO/IEC 27001:2022. Analisis dilakukan melalui identifikasi aset informasi, 

penentuan ancaman dan kerentanan, serta penilaian tingkat risiko berdasarkan 

kombinasi dampak dan kemungkinan.  

Evaluasi dilakukan dengan mengacu pada pendekatan ISO/IEC 27001 

serta pemetaan kontrol pada Annex A yang mencakup domain organizational, 

people, physical, dan technological. Dari jumlah 20 aset yang dianalisis, 

ditemukan lima risiko yang memerlukan mitigasi karena berada di atas ambang 

toleransi. Hasil dari kegiatan ini menghasilkan rekomendasi pengelolaan 

keamanan informasi untuk memperkuat kontrol terhadap aset berisiko tinggi. 

Rekomendasi ini diharapkan dapat mendukung efektivitas Sistem Manajemen 

Keamanan Informasi (SMKI) serta membantu proses resertifikasi ISO/IEC 

27001:2022 di Diskominfo Jatim. 

Kata kunci: SMKI, ISO/IEC 27001:2022, analisis risiko, keamanan informasi. 

Abstract 

Information security is a crucial aspect in supporting digital-based 

government services. In line with this, the East Java Provincial Communication 

and Information Agency, as the public information management agency, needs to 

ensure that the systems implemented comply with international standards. This 

report analyzes the risks to the Information Security Management System (ISMS) 

to support readiness for ISO/IEC 27001:2022 recertification. The analysis was 

conducted through the identification of information assets, the determination of 

 



 

threats and vulnerabilities, and the assessment of risk levels based on a 

combination of impact and likelihood.  

The evaluation was carried out in accordance with the ISO/IEC 27001 

approach and the mapping of controls in Annex A, which covers the domains of 

organizational, people, physical, and technological. Out of the 20 assets analyzed, 

five risks were identified that require mitigation as they exceed the tolerance 

threshold. The results of this activity produced recommendations for information 

security management to strengthen controls over high-risk assets. These 

recommendations are expected to support the effectiveness of the Information 

Security Management System (ISMS) and assist in the ISO/IEC 27001:2022 

recertification process at the East Java Communication and Information Office. 

Keywords: ISMS, ISO/IEC 27001:2022, risk analysis, information security. 
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