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ABSTRACT 

 

Student Name / NPM: Rachmananta Ibnu Fajar / 22081010175 

Thesis Title: ACCURACY AND INFERENCE TIME OPTIMIZA-

TION USING MULTI-OBJECTIVE XGBOOST ON 

THE NF-UNSW-NB15 DATASET 

Supervisor: 1. Prof. Dr. Basuki Rahmat, S.Si., MT., ITS-AI  
2. Dr. Eng. Agussalim, MT. 

 

In the era of digital transformation, Network Intrusion Detection Systems (NIDS) 

serve as a critical frontline against cyber threats. However, modern machine learning-

based NIDS often experience evaluation bias, orienting exclusively toward maximiz-

ing detection accuracy while neglecting computational inference latency, which can 

cause catastrophic packet queuing in high-speed networks. This study addresses this 

multi-objective optimization problem by developing an efficient NIDS framework 

utilizing the eXtreme Gradient Boosting (XGBoost) algorithm enhanced with cost-

sensitive hybrid class weighting to mitigate extreme class imbalance on the NF-

UNSW-NB15-v3 dataset. To navigate the extensive hyperparameter space under con-

flicting criteria, this study evaluates and compares two distinct optimization strategies: 

the evolutionary Non-dominated Sorting Genetic Algorithm II (NSGA-II) and the 

Bayesian probability-based Tree-structured Parzen Estimator (TPE), against a default 

XGBoost baseline. Furthermore, a trace-driven prototype simulation was developed 

using Streamlit to validate the system's pseudo-real-time feasibility. Empirical out-

comes on unseen testing data (473,085 samples) demonstrated that both optimization 

methods significantly outperformed the default baseline model. The TPE-optimized 

configuration achieved the superior overall performance, yielding a Macro 𝐹1-Score 

of 0.8632 (a +3.84% relative gain over the baseline's 0.8313) while maintaining an 

exceptionally low inference latency of 2.1681 µs/sample, rendering it 47.5% faster 

than the NSGA-II model (4.7720 µs/sample). Formal Kruskal-Wallis hypothesis test-

ing confirmed that these performance discrepancies were statistically significant (𝑝 <
 0.05). Notably, the hybrid weighting mechanism induced a substantial +17.8% recall 

jump for the minority Denial of Service (DoS) class. Explainable AI (XAI) analysis 

based on global feature gain consistently highlighted temporal and packet-volume in-

dicators (MIN_TTL and MIN_IP_PKT_LEN) as the most sensitive network anoma-

lies, establishing a balanced, reliable, and deployable framework for resource-con-

strained architectures. 

 

Keywords: Network Intrusion Detection System, Multi-Objective Hyperparameter 

Optimization, XGBoost, Class Imbalance, Real-Time Simulation. 
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