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ABSTRACT

Student Name / NPM : Syahbagus Radithya Haryo Santoso / 22081010255

Thesis Title : Comparison of the Effectiveness of MITRE

D3FEND and CIS Controls Frameworks in the

Mitigation of LockBit 3.0 TTP Attacks

Advisors : 1. Henni Endah Wahanani, ST, M.Kom

2. Achmad Junaidi, S.Kom., M.Kom

Ransomware remains one of the most critical threats to organizational data

integrity, with LockBit 3.0 emerging as a highly sophisticated variant utilizing

complex Tactics, Techniques, and Procedures (TTPs). This study evaluates and

compares the defensive effectiveness of two prominent cybersecurity frameworks,

MITRE D3FEND and CIS Controls, in mitigating LockBit 3.0 attacks. Using a

quantitative experimental methodology, the research was conducted within a

controlled virtual environment consisting of a Windows 11 target and a Kali Linux

attacker. The attack scenario encompassed four critical stages: Credential Access

(T1003.002), Lateral Movement (T1021.002), Defense Evasion (T1562.001), and

Data Encryption Impact (T1486). The experimental results demonstrated that the

baseline system without security implementations was entirely vulnerable (0%

effectiveness). Implementing the MITRE D3FEND framework achieved an

effectiveness score of 75%, successfully mitigating Lateral Movement, Defense

Evasion, and Impact, but failing to prevent Credential Access due to its reliance on

passive detection (D3-FA). In contrast, the CIS Controls framework achieved a

perfect effectiveness score of 100% by successfully neutralizing the attack at the

initial stage through strict access control (CIS Control 5.4). This study concludes

that while MITRE D3FEND provides granular defensive mapping, CIS Controls

offers a more robust and proactive defense-in-depth strategy against ransomware-

based TTPs.

Keywords: LockBit 3.0, Ransomware, MITRE D3FEND, CIS Controls, TTPs,

Cybersecurity.
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