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ABSTRAK

Nama Mahasiswa/ NPM  : Muhammad Rafi Arganta /21082010061
Judul Skripsi :  ANALISIS KEAMANAN WEBSITE SIPATCA
MENGGUNAKAN METODE PENETRATION
TESTING BERBASIS ISSAF dan OWASP
WSTG v4.2
Dosen Pembimbing : 1. Eka Dyar Wahyuni, S.Kom, M.Kom.
2.Igbal Ramadhani Mukhlis, S.Kom., M.Kom
Website SIPATCA (Sistem Informasi Pelayanan Administrasi Terpadu Civitas
Akademik) Fakultas Ilmu Komputer Universitas Pembangunan Nasional “Veteran”
Jawa Timur digunakan sebagai layanan administrasi surat-menyurat yang
berpotensi mengelola data sensitif. Oleh karena itu, diperlukan pengujian keamanan
untuk mengidentifikasi potensi kerentanan yang dapat menimbulkan risiko seperti
kebocoran data dan akses tidak sah. Penelitian ini bertujuan untuk menganalisis
keamanan Website SIPATCA menggunakan metode penetration testing dengan

pendekatan black box berbasis Information System Security Assessment

Framework (ISSAF) dan OWASP Web Security Testing Guide (WSTG) v4.2.

Hasil penelitian menunjukkan bahwa sistem masih memiliki beberapa kerentanan
keamanan pada konfigurasi server dan keamanan sisi klien, seperti tidak
diterapkannya security headers, fitur autocomplete pada field password, kelemahan
cache browser, serta pengungkapan informasi versi server dan struktur internal
Website. Kerentanan tersebut berpotensi meningkatkan risiko kebocoran informasi
dan serangan berbasis browser. Namun, tidak ditemukan kerentanan kritis seperti
SQL Injection, Cross Site Scripting (XSS), maupun authentication bypass.
Berdasarkan hasil analisis, Website SIPATCA berada pada tingkat risiko rendah

hingga sedang dan memerlukan peningkatan konfigurasi keamanan secara berkala.

Kata kunci: keamanan website, penetration testing, ISSAF, OWASP WSTG v4.2



ABSTRACT

Nama Mahasiswa/ NPM  : Muhammad Rafi Arganta /21082010061

Judul Skripsi : WEBSITE SECURITY ANALYSIS OF
SIPATCA USING PENETRATION TESTING
METHOD BASED ON ISSAF AND OWASP
WSTG v4.2

Dosen Pembimbing : 1. Eka Dyar Wahyuni, S.Kom, M.Kom.
2.Igbal Ramadhani Mukhlis, S.Kom., M.Kom

The SIPATCA Website (Integrated Academic Community Administrative Service
Information System) of the Faculty of Computer Science, Universitas
Pembangunan Nasional “Veteran” East Java, is used as an administrative
correspondence service that potentially manages sensitive data. Therefore, security
testing is required to identify potential vulnerabilities that may cause risks such as
data leakage and unauthorized access. This research aims to analyze the security of
the SIPATCA Website using a penetration testing method with a black box
approach based on the Information System Security Assessment Framework

(ISSAF) and the OWASP Web Security Testing Guide (WSTG) v4.2.

The results of the study indicate that the system still has several security
vulnerabilities related to server configuration and client-side security, such as the
absence of security headers implementation, the use of autocomplete features in
password fields, browser cache weaknesses, and disclosure of server version
information and internal website structure. These vulnerabilities may increase the
risk of information leakage and browser-based attacks. However, no critical
vulnerabilities such as SQL Injection, Cross Site Scripting (XSS), or authentication
bypass were found. Based on the analysis results, the SIPATCA Website is
categorized as having a low to medium risk level and requires periodic
improvements in security configuration, server hardening, and overall website

security

Kata kunci: website security, penetration testing, ISSAF, OWASP WSTG v4.2
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