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ABSTRACT

Student Name / NPM  : Paskalis Reynaldy Elroy Gabriel / 22081010197

Thesis Title :  Application Of Ensemble Machine Learning For
Phishing Site Identification Based On URL And
Visual Analysis

Advisor : 1. Dr. Eng. Ir. Anggraini Puspita Sari, ST., MT.

2. Achmad Junaidi, S.Kom., M.Kom.

Phishing attacks continue to evolve as a significant cybersecurity threat, with
traditional blacklist-based and rule-based approaches proving insufficient in
detecting newly emerging phishing sites. This study proposes an ensemble-based
phishing detection system that integrates two analytical modalities: URL analysis
using TF-IDF with character n-gram (3,6) and Complement Naive Bayes (CNB),
and visual web page analysis using VGG16 as a feature extractor and XGBoost as
a classifier. Final classification decisions are produced through a late score fusion
mechanism with weights of 0.8 for the URL pathway and 0.2 for the visual pathway.
The system was evaluated using 8,707 URL samples and 824 website screenshot
samples. Experimental results demonstrate that the hybrid ensemble system
achieves an Accuracy of 94.90%, Precision of 0.9417, Recall of 0.9303, F1-Score
of 0.9360, and ROC-AUC of 0.9801 — outperforming both the URL-only model
(94.51%) and the visual-only model (86.29%). The 0.8/0.2 weight configuration
was selected based on the visual pathway's ability to suppress false positives and
provide an independent verification layer against URL obfuscation, consistent with
the late fusion principle that minority modality contributions are most effective at
weights > 0.15. This study demonstrates that a multimodal ensemble approach
significantly enhances the robustness and accuracy of phishing detection compared
to unimodal approaches.

Keywords: Phishing, Ensemble Learning, TF-IDF, Complement Naive Bayes,
VGG16, XGBoost, Late Score Fusion
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