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ABSTRAK 
 

Nama Mahasiswa / NPM : Farrel Tiuraka Vierino / 21081010222 

Judul Skripsi : PENETRATION TESTING WEBSITE RUMAH 

POTONG HEWAN SURABAYA 

MENGGUNAKAN OWASP TOP 10 DAN NIST SP 

800-115 

Dosen Pembimbing : 1. Henni Endah Wahanani, ST. M.Kom. 

2. Achmad Junaidi, S.Kom., M.Kom. 

 

Website merupakan salah satu media penting dalam penyampaian informasi dan 

layanan publik, sehingga aspek keamanan menjadi hal yang krusial untuk 

diperhatikan. Website RPH Surabaya sebagai sarana penyedia informasi publik 

memiliki potensi risiko keamanan apabila tidak dilakukan pengujian secara berkala. 

Penelitian ini bertujuan untuk menganalisis kerentanan keamanan pada website RPH 

Surabaya dengan menggunakan metode penetration testing berdasarkan standar 

OWASP Top 10 2021 sebagai acuan klasifikasi kerentanan dan NIST SP 800-115 

sebagai pedoman metodologi pengujian. Tahapan pengujian meliputi information 

gathering, vulnerability scanning, serta tahap attack untuk memvalidasi kerentanan 

yang teridentifikasi. Hasil pengujian pada tahap vulnerability scanning mendeteksi 13 

kerentanan yang termasuk dalam kategori OWASP Top 10 2021. Setelah dilakukan 

validasi pada tahap attack, terdapat 10 kerentanan yang terkonfirmasi valid, yaitu 

Absence of Anti-CSRF Tokens, Directory Browsing, Content Security Policy Header 

Not Set, Missing Anti-clickjacking Header, Vulnerable JavaScript Library, Cookie No 

HttpOnly Flag, Cookie Without SameSite Attribute, Strict-Transport-Security Header 

Not Set, X-Content-Type-Options Header Missing, serta User Controllable HTML 

Element Attribute (Potential XSS). Kerentanan yang ditemukan sebagian besar 

termasuk dalam kategori A05: Security Misconfiguration dan A03: Injection. 

Berdasarkan hasil penelitian, dapat disimpulkan bahwa website RPH Surabaya masih 

memiliki kelemahan pada aspek keamanan sehingga diperlukan penerapan 

rekomendasi perbaikan untuk meningkatkan tingkat keamanan dan meminimalkan 

potensi serangan siber di masa mendatang. 

 

 

Kata kunci: Keamanan Website, Penetration Testing, OWASP Top 10 2021, 

NIST SP 800-115, Kerentanan Keamanan 
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ABSTRACT 
 

Student Name / NPM : Farrel Tiuraka Vierino / 21081010222 

Thesis Title : PENETRATION TESTING OF THE SURABAYA 

SLAUGHTERHOUSE WEBSITE USING OWASP 

TOP 10 AND NIST SP 800-115 

Advisor : 1. Henni Endah Wahanani, ST. M.Kom. 

2. Achmad Junaidi, S.Kom., M.Kom. 

 

 

Websites are one of the important media for delivering information and public 

services; therefore, security aspects are crucial to be considered. The RPH Surabaya 

website, which serves as a public information platform, has potential security risks if 

regular testing is not conducted. This study aims to analyze security vulnerabilities on 

the RPH Surabaya website using penetration testing methods based on the OWASP 

Top 10 2021 standard as a reference for vulnerability classification and NIST SP 800-

115 as the testing methodology guideline. The testing stages include information 

gathering, vulnerability scanning, and an attack stage to validate the identified 

vulnerabilities. The vulnerability scanning stage detected 13 vulnerabilities 

categorized under OWASP Top 10 2021. After validation in the attack stage, 10 

vulnerabilities were confirmed as valid, namely Absence of Anti-CSRF Tokens, 

Directory Browsing, Content Security Policy Header Not Set, Missing Anti-

clickjacking Header, Vulnerable JavaScript Library, Cookie No HttpOnly Flag, 

Cookie Without SameSite Attribute, Strict-Transport-Security Header Not Set, X-

Content-Type-Options Header Missing, and User Controllable HTML Element 

Attribute (Potential XSS). Most of the identified vulnerabilities fall into the categories 

of A05: Security Misconfiguration and A03: Injection. Based on the research results, 

it can be concluded that the RPH Surabaya website still has weaknesses in security 

aspects; therefore, the implementation of improvement recommendations is required 

to enhance security levels and minimize the risk of future cyber attacks. 

 

 

Keywords: Website Security, Penetration Testing, OWASP Top 10 2021, NIST 

SP 800-115, Security Vulnerabilities 
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