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ABSTRAK

Nama Mahasiswa / NPM Muhamamd Igbal Fikri Robani Amin/ 21081010334
Judul Skripsi OPTIMASI DETEKSI SITUS PHISHING
MENGGUNAKAN METODE ENSEMBLE VOTING
BERBASIS MODEL RANDOM FOREST, LOGISTIC
REGRESSION, DAN SVM.
Dosen Pembimbing 1. Dr. Ir. I Gede Susrama Mas Diyasa, ST. MT. IPU
2. Achmad Junaidi, S.Kom. M.Kom
Serangan phishing merupakan salah satu ancaman siber yang paling umum dan
berbahaya, karena dapat menyebabkan pencurian informasi pribadi dan kerugian
finansial. Penelitian ini bertujuan untuk membangun sistem deteksi situs phishing
menggunakan metode Ensemble Weighted Voting yang menggabungkan tiga
algoritma klasifikasi, yaitu Logistic Regression, Random Forest, dan Support
Vector Machine (SVM). Setiap algoritma memberikan kontribusi berbeda
berdasarkan keunggulan masing-masing dalam memproses data. Tahapan awal
adalah preprocessing yang mencakup data cleaning, standarisasi dan feature
selection menggunakan Random Forest, yang kemudian dilanjutkan dengan
optimasi hyperparameter melalui teknik GridSearchCV untuk memperoleh
parameter terbaik dari setiap model. Masing-masing model selanjutnya akan diuji
melalui beberapa skenario pengujian yang melibatkan kombinasi hyperparameter
tuning dan feature selection. Setiap skenario tersebut dievaluasi menggunakan
metrik performa seperti akurasi, presisi, recall, F1-score, dan ROC — AUC .Hasil
evaluasi menunjukkan bahwa model Random Forest memberikan akurasi tertinggi
sebesar 99,33% setelah optimasi. Sementara itu, metode Ensemble Weighted Voting
memberikan hasil terbaik secara keseluruhan, dengan precision sebesar 98,97%,

recall 98,98%, Fl-score 98,97%, dan nilai ROC — AUC mendekati sempurna.

Kata kunci: Deteksi Phishing, Ensemble Voting, Random Forest, Logistic Regression,
SVM, GridSearchCV
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ABSTRACT

Student Name / NPM Muhammad Igbal Fikri Robani Amin/ 21081010334

Thesis Title OPTIMASI DETEKSI SITUS PHISHING
MENGGUNAKAN METODE ENSEMBLE VOTING
BERBASIS MODEL RANDOM FOREST,
LOGISTIC REGRESSION, DAN SVM.

Advisor 1. Dr. Ir. I Gede Susrama Mas Diyasa, ST. MT. IPU
2. Achmad Junaidi, S.Kom. M.Kom

Phishing attacks are among the most common and dangerous cyber threats, as they
can lead to the theft of personal information and financial losses. This study aims
to develop a phishing website detection system using the Ensemble Weighted Voting
method, which combines three classification algorithms: Logistic Regression,
Random Forest, and Support Vector Machine (SVM). Each algorithm contributes
uniquely based on its individual strengths in processing data.The initial stage
involves preprocessing, including data cleaning, standardization, and feature
selection using Random Forest, followed by hyperparameter optimization using the
GridSearchCV technique to obtain the best parameters for each model. Each model
is then evaluated through several testing scenarios involving combinations of
hyperparameter tuning and feature selection. These scenarios are assessed using
performance metrics such as accuracy, precision, recall, Fl-score, and ROC —
AUC .Evaluation results show that the Random Forest model achieved the highest
accuracy of 99.33% after optimization. Meanwhile, the Ensemble Weighted Voting
method provided the best overall performance, with a precision of 98.97%, recall
of 98.98%, Fl-score of 98.97%, and an almost perfect ROC — AUC value. This
research demonstrates that the ensemble weighted voting method, when combining
the right models, can significantly enhance the accuracy of phishing detection
systems and has the potential to be applied in strengthening cybersecurity at both

individual and organizational levels.

Keywords: Phishing detection, Ensemble Voting, Random Forest, Logistic Regression,
SVM, GridSearchCV
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