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ABSTRAK

Nama Mahasiswa/ NPM :  Bregas Arya Bagaskara / 20081010108

Judul Skripsi :Analisis Celah Keamanan Website Dinas Sosial
Surabaya Menggunakan Metode Penetration
Testing OWASP Top 10 Dan MITRE ATT&CK

Dosen Pembimbing . 1. Mohammad Idhom, SP., S.Kom., MT.
2. Henni Endah Wahanani, ST., M.Kom.

Keamanan sistem informasi merupakan aspek penting dalam pengembangan
teknologi informasi, terutama pada aplikasi pelayanan publik seperti website
Dinas Sosial Surabaya. Kemajuan teknologi meningkatkan potensi munculnya
celah keamanan yang dapat dimanfaatkan oleh pihak tidak bertanggung
jawab. Penelitian ini bertujuan untuk mengidentifikasi dan menganalisis
kerentanan pada website tersebut menggunakan metode penetration testing
dengan pendekatan OWASP Top 10 dan MITRE ATT&CK. Proses pengujian
melibatkan lima tahap utama, yaitu information gathering, footprinting &
scanning, vulnerability assessment, exploitation, serta analyze & report.
Pendekatan OWASP Top 10 digunakan untuk mengevaluasi sepuluh
kerentanan paling kritis pada aplikasi web, sementara MITRE ATT&CK
membantu memahami taktik dan teknik serangan yang relevan. Hasil
pengujian menunjukkan bahwa dari 17 kerentanan yang teridentifikasi,
terdapat enam Kkerentanan utama yang terbukti, yaitu Browsable Web
Directories, web.config File Information Disclosure, Content Security Policy
(CSP) Header Not Set, Strict-Transport-Security (HSTS) Header Not Set,
Timestamp Disclosure - Unix, dan X-Content-Type-Options Header Missing.
Untuk mengatasi kerentanan tersebut, disarankan penerapan header
keamanan seperti CSP, HSTS, dan X-Content-Type-Options: nosniff, serta
pengamanan terhadap direktori dan file konfigurasi sensitif guna
meminimalkan risiko kebocoran data. Penelitian ini memberikan wawasan
penting dalam meningkatkan keamanan sistem informasi pada sektor
pemerintahan sehingga mampu melindungi data pengguna dari ancaman siber
secara optimal.

Kata kunci : Penetration testing, OWASP Top 10, MITRE ATT&CK, Website,
Siber, Keamanan, Kerentanan.






ABSTRACT

Student Name / NPM . Bregas Arya Bagaskara / 20081010108

Thesis Title . Security Gap Analysis of Surabaya Social Service
Website Using OWASP Top 10 Penetration
Testing Method and MITRE ATT&CK

Advisor : 1. Mohammad lIdhom, SP., S.Kom., MT.
2. Henni Endah Wahanani, ST., M.Kom.

Information system security is a crucial aspect of technological development,
especially in public service applications such as the Surabaya Social Service
website. Technological advancements increase the potential for security
vulnerabilities that can be exploited by malicious actors. This study aims to identify
and analyze vulnerabilities on the website using penetration testing methods with
the OWASP Top 10 and MITRE ATT&CK approaches. The testing process
involves five main stages: information gathering, footprinting & scanning,
vulnerability assessment, exploitation, and analyze & report. The OWASP Top 10
approach is used to evaluate the ten most critical vulnerabilities in web applications,
while MITRE ATT&CK helps understand relevant attack tactics and techniques.
The testing results show that out of 17 identified vulnerabilities, six major
vulnerabilities were confirmed, namely Browsable Web Directories, web.config
File Information Disclosure, Content Security Policy (CSP) Header Not Set, Strict-
Transport-Security (HSTS) Header Not Set, Timestamp Disclosure - Unix, and X-
Content-Type-Options Header Missing. To address these vulnerabilities, the
implementation of security headers such as CSP, HSTS, and X-Content-Type-
Options: nosniff is recommended, along with securing directories and sensitive
configuration files to minimize data leakage risks. This study provides valuable
insights into improving information system security in the government sector,
ensuring better protection of user data from cyber threats.

Keywords: Penetration testing, OWASP Top 10, MITRE ATT&CK, Website,
Cyber, Security, Vulnerability.
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