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ABSTRAK 

Pada perkembangan internet yang semakin cepat dengan berbagai macam 

fungsi dan manfaat, menuntut meningkatnya kualitas keamanan jaringan, bocornya 

informasi ke pihak yang tidak berkepentingan dapat menimbulkan kerugian bagi 

pemilik informasi, terutama pada server yang menyimpan banyak informasi dida-

lamnya, pada suatu tempat bisa terdapat lebih dari satu server, sehingga akan me-

nyulikan jika dilakukan monitoring serangan, oleh karena itu dibutuhkan suatu sis-

tem keamanan jaringan yang dapat berjalan pada multiple server agar proses moni-

toring dan pencegahan serangan dapat dilakukan dengan cepat dan efektif. 

IDPS (intrusion Detection and Prevention System) merupakan metode kea-

manan jaringan yang dapat melakukan deteksi dan pencegahan suatu serangan 

dengan melakukan pemblokiran terhadap alamat ip yang mencurigakan, IDPS 

sendiri merupakan pengembangan dari IDS (intrusion Detection System) yang 

dikombinasikan dengan ip tables sehingga dapat melakukan deteksi dan pencega-

han terhadap aktifitas-aktifitas yang mencurigakan pada suatu jaringan,  

Sehingga dengan adanya suatu sistem keamanan jaringan yang dapat ber-

jalan pada multiple server proses pencegahan serangan dapat dilakukan lebih cepat 

dan efektif karena ketika salah satu server mendeteksi suatu serangan, server yang 

lain akan melakukan pencegahan dengan mengambil informasi yang telah masuk 

pada database collctor, dengan melakukan singkronisai pada semua server, server 

lain dapat melakukan pencegahan serangan sebelum terjadi serangan pada server 

tersebut. 

Kata kunci : IDS, IDPS 

  



 

 

vii 

 

 

DAFTAR ISI 

COVER .................................................................................................................... i 

LEMBAR PENGESAHAN .................................................................................... ii 

SURAT PERNYATAAN ANTI PLAGIAT .......................................................... iii 

KATA PENGANTAR ........................................................................................... iv 

UCAPAN TERIMA KASIH ....................................................................................v 

ABSTRAK ............................................................................................................. vi 

DAFTAR ISI ......................................................................................................... vii 

DAFTAR GAMBAR ...............................................................................................x 

DAFTAR TABEL ................................................................................................ xiii 

BAB I PENDAHULUAN ........................................................................................1 

1.1 Latar Belakang ..........................................................................................1 

1.2 Perumusan Masalah ...................................................................................4 

1.3 Batasan Masalah ........................................................................................4 

1.4 Tujuan Penelitian .......................................................................................5 

1.5 Manfaat Penelitian .....................................................................................5 

BAB II TINJAUAN PUSTAKA ..............................................................................6 

2.1 Penelitian Terdahulu ..................................................................................6 

2.1.1 Arthur S. Petrosyan, dan Gurgen S. Petrosyan, 2016 ..........................6 

2.1.2 Mike Ford, Cody Mallery, Frank Palmasani, Michael Rabb, Reid 

Turner, Lem Soles, dan Dallas Snider, 2016 ...................................................7 

2.1.3 Tilak Maharastra Vidyapeeth, Pune, 2018 ...........................................7 

2.1.4 Iwan Kurniawan, Ferry Mulyanto, dan Fuad Nandiasa, 2016 .............8 

2.1.5 Fadlin Arsin, Muhammad Yamin, dan La Surimi, 2017......................9 

2.2 Dasar Teori ................................................................................................9



viii 

 

viii 

 

 

2.2.1 Server .................................................................................................10 

2.2.2 Crontab ..............................................................................................11 

2.2.3 Serangan DDoS ..................................................................................11 

2.2.4 Serangan Brute Force ........................................................................11 

2.2.5 Fail2ban .............................................................................................12 

2.2.6 Firewall ..............................................................................................12 

2.2.7 Topologi .............................................................................................13 

2.2.8 Sistem Operasi ...................................................................................14 

2.2.9 Ubuntu ................................................................................................15 

2.2.10 Web ...................................................................................................16 

2.2.11 IDS ...................................................................................................17 

2.2.12 IPS ....................................................................................................17 

2.2.13 PHP ..................................................................................................17 

2.2.14 CSS ...................................................................................................18 

2.2.15 SSH ...................................................................................................18 

2.2.16 Xerxes ...............................................................................................19 

2.2.17 DBeaver............................................................................................19 

2.2.18 Database ..........................................................................................19 

BAB III METODOLOGI .......................................................................................21 

3.1 Alur penelitian .........................................................................................21 

3.2. Studi Literatur ..........................................................................................23 

3.3 Definisi Kebutuhan ..................................................................................23 

3.3.1 Kebutuhan Perangkat Keras ...............................................................23 

3.3.2 Kebutuhan Perangkat Lunak ..............................................................26 

3.4 Desain dan perancangan ..........................................................................28 



ix 

 

ix 

 

3.4.1 Topologi .............................................................................................29 

3.4.2 Konfigurasi Fail2ban .........................................................................29 

3.4.3 Proses Pengiriman Log .......................................................................32 

3.4.4 Proses ban dari database ....................................................................33 

3.4.5 Database ............................................................................................34 

3.4.6 Website Monitoring ...........................................................................35 

3.5 Pembuatan sistem ....................................................................................41 

3.6 Testing .....................................................................................................43 

BAB IV  HASIL DAN PEMBAHASAN ..............................................................46 

4.1 Instalasi dan konfigurasi fail2ban ...........................................................46 

4.2 Konfigurasi database fail2ban ................................................................48 

4.4 Website ....................................................................................................56 

4.4.1 Login Admin ......................................................................................56 

4.4.2 Halaman beranda ................................................................................57 

4.4.3 Halaman grafik ...................................................................................60 

4.5 Testing .....................................................................................................60 

4.5.1 Testing Tahap Pertama .......................................................................60 

4.5.2 Testing Tahap Kedua .........................................................................63 

BAB V KESIMPULAN DAN SARAN .................................................................70 

5.1 Kesimpulan ..............................................................................................70 

5.2 Saran ........................................................................................................70 

DAFTAR PUSTAKA ............................................................................................72 

BIODATA PENULIS ............................................................................................75 

LAMPIRAN ...........................................................................................................76 

 

  



x 

 

x 

 

DAFTAR GAMBAR 

Gambar 3.1 Diagram alur penelitian ......................................................................21 

Gambar 3.2 Alur program dalam penelitian ..........................................................28 

Gambar 3.3 Topologi yang digunakan ...................................................................29 

Gambar 3.4 Alur konfigurasi fail2ban pada server ................................................30 

Gambar 3.5  Alur rule yang ditentukan ..................................................................31 

Gambar 3.6  Alur konfigurasi log ke database .......................................................32 

Gambar 3.7  Alur pengiriman log serangan ...........................................................33 

Gambar 3.8  Alur konfigurasi ban dari database ...................................................33 

Gambar 3.9 Alur proses ban dari database ............................................................34 

Gambar 3.10 Conceptual Data Model ....................................................................34 

Gambar 3.11 Physical Data Model ........................................................................35 

Gambar 3.12 Use case diagram ..............................................................................36 

Gambar 3.13 Activity diagram login .....................................................................36 

Gambar 3.14 Activity diagram menyimpan report ................................................37 

Gambar 3.15 Activity diagram mencari data .........................................................37 

Gambar 3.16 Activity diagram halaman grafik......................................................38 

Gambar 3.17 Activity diagram logout ...................................................................38 

Gambar 3.18 Mockup halaman login .....................................................................39 

Gambar 3.19 Mockup halaman beranda ................................................................40 

Gambar 3.20 Mockup halaman diagram ................................................................41 



xi 

 

xi 

 

gambar 3.21 Alur pembuatan sistem ......................................................................41 

Gambar 3 22 Sekema serangan brute force dan DDoS ..........................................43 

Gambar 3.23 Alur brute force ................................................................................44 

Gambar 3.24 Alur serangan DDoS ........................................................................45 

Gambar 4.1 Remote ssh server...............................................................................46 

Gambar 4.2 Instalasi fail2ban ................................................................................47 

Gambar 4.3 Konfigurasi ssh pada rule fail2ban .....................................................47 

Gambar 4.4 Konfigurasi banaction fail2ban ..........................................................48 

Gambar 4.5 Halaman download DBeaver .............................................................49 

Gambar 4.6 Tampilan tool DBeaver ......................................................................49 

Gambar 4.7 Tampilan tool DBeaver ......................................................................50 

Gambar 4.8 Tabel fail2ban .....................................................................................51 

Gambar 4.9 Tabel user ...........................................................................................52 

Gambar 4.10 List cronjob pada server ...................................................................55 

Gambar 4.11 Isi file pada directory /usr/local/fail2db ...........................................56 

Gambar 4.12 Halaman login website .....................................................................57 

Gambar 4.13 Halaman beranda ..............................................................................57 

Gambar 4.14 Widget jumlah serangan ...................................................................58 

Gambar 4.15 Log serangan ....................................................................................59 

Gambar 4.16 Output cetak log serangan ................................................................59 

Gambar 4.17 Halaman grafik .................................................................................60 



xii 

 

xii 

 

Gambar 4.18 Isi tabel fail2ban pada database ........................................................61 

Gambar 4.19 Status ssh client pada service fail2ban .............................................62 

Gambar 4.20 Remote ssh pada server ....................................................................64 

Gambar 4.21 List ban sshd pada server .................................................................64 

Gambar 4.22 List ban sshd-ddos pada server.........................................................65 

Gambar 4.23 Serangan brute force dengan tool hydra ...........................................65 

Gambar 4.24 List ban pada server..........................................................................66 

Gambar 4.25 Tampilan website .............................................................................66 

Gambar 4.26 List ban pada server lain...................................................................67 

Gambar 4.27 List ban pada server..........................................................................68 

Gambar 4.28 Tampilan website monitoring...........................................................68 

 

  



xiii 

 

xiii 

 

DAFTAR TABEL 

 

Tabel 3.1 Spesifikasi laptop penyerang .................................................................24 

Tabel 3.2 Spesifikasi komputer server satu ...........................................................24 

Tabel 3.3 Spesifikasi komputer server dua ............................................................25 

Tabel 3.4 Spesifikasi komputer server tiga ............................................................25 

Tabel 3.5 Spesifikasi komputer server empat ........................................................25 

Tabel 4.1 Uji coba file pada server ........................................................................63 

Tabel 4.2 Ip pada server .........................................................................................63 

Tabel 4.3 Uji coba serangan ...................................................................................69 




